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Revision History

Date Changes
June 1st 2024 First Release
November 18th 2024 UR Connect V2. Added remote access,

historical data and notifications

March 15t 2025 Added remote access view-only mode
and USB-ETH adapter support
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UR Connect Product Variations

Depending on whether you have a UR Care Plus or Premium, the enabled features
within UR Connect vary. See the table below for more details.

(3
UNIVERSAL ROBOTS

UR Connect - July ‘24

- UR Care connectivity plans that help you recover faster

Connect Basic Connect Advanced
Included with Plus Included with Premium

Secure, encrypted connection to UR Cloud 72 v
through factory LAN or optional 4G secure router.

Automatic backup of programs and robot data
with faster error investigation through on-demand support agent access.

v
Revision management and change rollback '
to easily manage program changes and recover previous versions.

v

Centralized software update manager
to stay updated and secure with less downtime and effort

Grant secure remote access for your support agent
to allow immediate troublehooting and remotely resolve issues.

Instant event notifications on your preferred device
to respond quickly to stoppages and deviations.

Extensible cloud APl access
allowing you to integrate seamlessly with your Bl or MES systems.

Monitor and track productivity and efficiency .
allowing you take informed decisions on when and how to improve vour workcell

1001 1 1

© 2023 Universal Robots A/S. All Rights Reserved.

UR Connect Requirements

The following requirements are required to run UR Connect:

e Anactive myUR account is required.
e The robot must run Polyscope 5.17 or higher to connect.
e Anactive UR Care Plus or Premium service plan or an active UR Connect Trial

License
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Installation
Physical Connectivity and Cyber Security

UR Connect offers three separate options for connecting the physical robot work cell
in the factory to the UR Cloud (Azure loT Hub). The three options are offered to allow
flexibility for the user to opt for a topology best suitable for their factory IT
infrastructure and IT policies. A Connectivity Kit is provided with the paid version of
UR Connect through a UR Care Service Plan. The Connectivity Kit is a secure router,
that is preconfigured with a security configuration that only allows connection to the
UR Cloud exclusively and blocks any inbound access.

Option 1 Option 2 Recomemnded Option 3
Cellular connection Factory LAN + local router Direct connection to Factory LAN
« Connectivity hardware provided by UR * WAN port connected to factory infrastructure * No additional connectivity hardware
* Pre-configured router * Router accesses only whi ted UR Cloud domains * Robot control box must be allowed to connect
* Easier setup « Other intra-network communication can be restricted to whitelisted UR Cloud domains
SIM card
N\
) d > d (2> 8>
Robot Router Robot Router Robot
rovided by UR: provided by UR)
Ethernet cale Eihemnet catio
~ ~~
— —
% Ga|.fJ.g E Galf.J.g E
Factory network

Factory network Firewall Foctory retwork Firewall
not connected

@ Outbound only Port 443 sSL

Microsoft Azure @ @ 'd[l
loT Hub UR Connect Dashboards
Universal Robots A/S Phone +45 8993 8989
Energivej 25 info@universal-robots.com
DK-5250 Odense S www.universal-robots.com 4

CVR-nr. 29 1380 60


mailto:info@universal-robots.com
http://www.universal-robots.com/

R

UNIVERSAL ROBOTS UR Connect

Connecting with Connectivity Kit
The connectivity kit enables seamless connection from the robot to your local
network, or the UR Cloud. The kit includes:

e Industrial 4-Port 4G/WiFi/WAN router

e USBto ETH Adapter

e Global 4G SIM Card. For UR Care subscribers, a pre-paid global 4G subscription
Is included.

Please refer to your Connectivity Kit Manual accessible from the following link
Connectivity Manual Link on how to connect using the connectivity kit.

Connecting without Connectivity Kit
There are currently no restrictions on how you connect the robot to the internet. You
can use any hardware and routing you prefer.

If you wish to connect the robot directly using an ethernet cable, please see how on

the figure below. If your network has a firewall, please make sure outbound port 443 is
open. See FAQ at the end of this document for more details

Control Box F:]

Connected to
a ETH plug with
internet access

1 Ethernet port 2 ' UR Control Box
3 ' LAN cable 4 \ Cable gland Not Required
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Cyber Security prerequisites

Connecting a Universal Robots robot to a network can introduce cybersecurity risks.
These risks can be mitigated by using qualified personnel and implementing specific
measures for protecting the robot's cyber security. Implementing cyber security
measures requires conducting a risk assessment. The purpose of the risk
assessment is to:

e Identify threats
e Define trust zones and conduits
e Specify the requirements of each component in the application

Failure to conduct a cybersecurity risk assessment can place the robot at risk. Only
competent, qualified personnel shall be responsible for determining the need for
specific cybersecurity measures and for providing the required cybersecurity
measures.

Facility requirements
Before your system can reach a secure state of operation, the following criteria must
be met:

e Operating personnel have a thorough understanding of general cybersecurity
principles and advanced technologies as used in the UR robot.

e Physical security measures are in implemented to allow only authorized
personnel physical access to the robot.

e Unauthorized persons are not allowed near the robot and other equipment

e There is adequate control of: locks in the doors, badge systems, physical
access control in general.

Network configuration requirements

Connecting the robot to a network that is not properly secured, can introduce security
and safety risks. Only connect your robot to a trusted and properly secured network.
Use a firewall to restrict inbound and outbound access to/from the Internet.

1. Only trusted devices are allowed to be connected to the local network.

2. There are no inbound connections from adjacent networks to the robot.

3. Outgoing connections from the robot are restricted to allow the smallest
relevant set of specific ports, protocols and addresses.

4. SSHtunneling is used for accessing robot interfaces from other devices.

5. Only URCaps and magic scripts from trusted partners can be used, and only
after verifying their authenticity and integrity

Robot setup requirements
e Change the default password to a new, strong password.

Universal Robots A/S Phone +45 8993 8989
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Disable the "Magic Files" when not actively used (PolyScope 5).

Disable SSH access when not needed. Prefer key-based authentication over
password-based authentication

Set the robot firewall to the most restrictive usable settings and disable all
unused interfaces and services, close ports and restrict IP addresses

Use local port forwarding to setup an authenticated and secure connection, if
you require remote access to the motion controlling interfaces of the robot. For
example: the Dashboard Server and the Primary/Secondary/Realtime Client
Interfaces.

Some communication interfaces have no method of authenticating
connections made. In some applications this is a security and safety liability.
For detailed information about setting an admin password and local port
forwarding, refer to the Settings chapter in the UR Robot User Manual.

For guide to securely setting up the robot, please see the following documentation
Polyscope Security Setup.

Universal Robots A/S Phone +45 8993 8989
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URCap Installation

This section will guide you to install our myUR URCap. Follow these simple steps to
get started.

If you are running Polyscope 5.18 or above, the URCap is preinstalled on Polyscope.
Please skip this section in this case.

You can always find the latest version of URCap at htips.//myur.universal-
robots.com/tools/dashboard. Requires an active myUR account.

1. Put the provided URCap on a USB pen (latest version can be found on the
Robot Dashboard page on myUR)

Insert the USB pen into the USB-slot in the teach pendant upper right corner
On the teach pendant go to:

Upper right corner burger menu -> Settings -> System -> URCaps

Click the + button in the lower left corner next to the Exit button

Click the USB Pen (usually something like usbhdisk_0)

Select the URCap and the “OK" button

Restart the robot

W™~

No ok

Connecting to UR Connect

1) Go to https://myur.universal-robots.com/tools/dashboard (make sure you are
logged into myUR already, otherwise login and try again)
2) Click “Add a Robot” and select the robot with an active license you wish to test.

myUR Cobots Cases Users Resources Tools

ROBOT DASHBOARD LEARN MoRE 'DOWNLOAD URCAP ADO A ROBOT

Running Time Stops  Cycles Guides & documentation

UR3e - Odense - Denmark & Weekly operation 3 mar. 2025 — 9. mar. 2025 W Running tme
o )

Status
Program.  Welding01
Updated 03-03:2025 14:49.03
. —
URSe robot -1 Weekly operation
Status ® Disconnectod A
Program
Updoted .
C (oo P
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3) The robot should now appear on the dashboard. Click on the tile and remember
the PIN Code

LIVE DATA DISPLAY ®

There is currently no connection to the robot.
Have you entered the PIN correctly into the MyUR URCap on the robot?

Or perhaps the robot is not connected to the internet?

—

THIS ROBOTS PIN IS:

2/4(1913(7]|3

4) Go to your robot’s Teach Pendant and navigate to Installation -> URCaps
-> UR Connect. Type in the 6-digit Pin Code. The connection will be established
after a few seconds.

a. If you are experiencing issues with connecting, ensure the robot has a
network connection through network settings in Polyscope and you
have an active internet connection on the robot.

b. If the above doesn’t work, please follow our Troubleshootin section at
the bottom of this document.

c. Should you still encounter issues, please contact connected@universal-
robots.com for assistance.
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Features

Dashboard Monitoring

UR Connect

On the main page of your dashboard, you can monitor historically data week by week
for the following parameters:

e Runtime

o Stops

e Cycles
Runtime

Display how much your robot has been running an actual program during a 24 hours

cycle. The runtime will start counting once a program is in the Play state.

Weekly operation ©

24 h
12h

Oh

Stops

Displays number of protective and emergency stops during a day week by week.

Running time

77z 777 =
Mon Tue Wed Thu Sun
24 25 26 27 30

B Running time (1)
64.7% (56h 32min)

Downtime
35.3% (48h 16min)

# Offline (no data)
9.4% (17h 23min)

Total: 117h 40min

Protective and Emergency stops

Weekly stops B Protective stops
12
10 %% Emergency stops
5 7/% : :
0 9 — - ﬁ .
Mon Tue Wed Thu Fri Sat Sun Total:
otal:
24 25 26 27 30 17
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Cycles
Display the number of cycles completed.

To calculate the cycles completed, you must insert the Cycle Count Program Node in
your program.

1) Put Cycle Count Start at the start of your program cycle
2) Put Cycle Count End at the end of your program cycle.

CYCLES SETUP

1. Make sure the URCap UR Connect is updated to version 1.13.52 or higher,

2. Use the Program Node "myUR Cycle Count” to define Start and End of a cycle.

Q2 + Q L
oy ——

b X Vansbies Sapup

2 5 Rkt myUR Cycle Count

R Cre . 1 A
i Lt K war 70 Choods H@t o Lred
w5 bl wlegoral w101
B Wak 7.0
B B v
B Wwae: 0

T 1 Bukion Bo recsl your peecion
=yt Court End
R&s1

For mone infonmalion, plesss reded 10 the reapaciive Polyscops Maniual /1 Documen alan

Remote Support

To use the Remote Support Tools, click on the “Support” text on the robot tile

Remote PolyScope Access

Remotely requesting control of the Teach Pendant can be done by clicking the
‘Request Access” button. Please note that to start a session, you must have the
robot’s controller powered off to prevent the robot from moving physically.

1) Click the Request Access button.

2) Arequest will be sent to the robot. You must have someone, or yourself,
physically present at the robot’'s Teach Pendant to approve the request. A
popup will appear in PolyScope.
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|I '*l CCCC ==
= -f ) a'r... Open Save 1 CCCC =
FAun /0 og Local

IFrogram Installation  Move

Move

1 X Variables Setup

. Waypoint Fixed position -
Waypoint 2 ¥ Robot Program

Direction 3 B Watl0 Waypoint_1
. 4 a= parts:=parts+1

Wait 5 T E sttention please”
Set 6 E Wal: 3.0

7
e @ b Mowe) ‘

8 ® Waypoint_2 ‘ Edit pose l
Halt 9 ® Waypoint_1
Comment 10 @ b Ifparts==3 Remote Connection

i ) ser (Imts@universal-robots . dk) requesting remote access.
Folder 12 [ o Do not Power ON the robot while the remote session is active
Set Payload -m -Reject
arameters

~

Blend with racius int Speed 60
> Templates O ' O Joint Spee 5
0 Joint Acceleration 80

< > Add Until
' R BoXdt ' N:R =

O Power off

3) Once the request is approved, you will get a link to the Teach Pendant’s screen,
which includes your email as a login and a unique one-time password.
a. OBS: If you are prompted a SECOND password, this is the admin
password on your robot.

Continues on the next page...
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4) The session will be active for 15 minutes. Due to cyber security concerns, a
new session must be created if more time is required.

Q - Graphics Variables

Waypoint Fixed position v

1 X Variables Setup
Waypoint 2 v Robot Program

s 3 B Wal: 1.0 7 | waypoint_1
4 == partsi=parts+1
Wait 5 B
e e e [ swvwoone |
7 % < Move|
Po ) 1
il 8 ® Waypoint_2 ’ Edit pose ‘
Halt 9 ® Waypoint_1
Comment 10 ¢ ¥ If parts==3
Folder 12 5
Set Payload
> Advanced @ Stop at this point @ Use shared parameters
Blend with radius int Speed
> Templates O s
Joint Acceleration
URCaps
O e 20

¢ ’ Add Until
L B ARt gl Nl =

Switch End Session

5) Once changes have been made, you can give control back to the operator,
while maintaining the connection. Your screen will enter a View-Only mode.

Q - Graphics Variables

: X! Variables Satup Waypoint Fixed position -
Waypoint 2 ¥ Robot Program
Direction 3 B Wat: 1.0 | 2 | waypoint_1
4 3= partsi=parts+1
Wait 5 =
se ¢ w0 T
7 9 + Move)
Po ) [
ol ] ® Waypoint_2 Edit pose ‘
Halt 9 ® Waypoint_1
Comment 10 ¢ b Ifparts==3
4 11 - » Move here
Folder 12 F
Set Payload
> Advanced @ Stop at this point @ Use shared parameters
Blend with radius int Speed
» Templates O O Joint spee
) URC. ' Joint Acceleration
aps
. O Time 2

{ >
s Add Until
I X Bo¥d N:R =

O Power off s ° 0 O Simulation .
A\ Options Sp 00%
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6) The operator can turn on the robot, test the program, all while you see the
same remotely on the Teach Pendant as the operator.

7) In case further assistance is required, the operator can turn off the robot and
give you back control

RIS 2 ¢ QM

Program nstalation

T Q R e v

Move .
1 X Variables Setup Waypoint Fixed position m—
Waypoint 2 ¥ Robot Program
Direction B B Walt: 1.0 Waypoint_1
4 a= parts:=parts+1
Wait 5 =
e ¢ Ewaeo e
u 7y
el 8 Remote Access Session in progress for 14:33
Halt g
et 10 ¢ Cobotoperator. e contral Back to remote control I End Session
q 11 Move here
Folder 12
Set Payload
> T v Close window ] bearriotars
> Templates ~ =
( Joint Acceleration
URCaps
O e

28ocxBEE= [ + | Addunti

8) You can now repeat steps 5 - 7.

Software Update

PolyScope software from version 5.17 and above can be applied to this new feature.
Please note that a USB must be inserted into the robot’s controller or the Teach
Pendant for this feature to work. At least 2GB is required on the USB.

) If a new update is available, click “Update Available”.

) Choose which version you wish to update or downgrade to.

) Click Download. The URUP file is now being downloaded to the robot.

) Once the download is complete, you can request to update the robot. A user at
the robot must approve the request on the teach pendant to start the update.

.
2
3
4

Program and Installation Backup and Revision

When a program or installation file is saved in PolyScope, a new version is pushed to
the cloud. If there’'s no connection, the files are cached until the internet is
reestablished, ensuring no data is lost.
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You can do the following:
Restore Files

Any program or installation can be restored on the robot. This action will automatically
take the file from the cloud and restore it on the robot.

Backup File

If the file hasn't been synchronized from the robot to the cloud, the file will be
synchronized from the robot to the cloud.

Download

Download the file locally onto your computer.

Show Versions

This will list all the previous versions of the file. From the modal you can choose to
"Restore" or "Download" any of the files.

lcons

When the robot icon is not faded, the file has been successfully located on the robot.

When the cloud icon is not faded, the file has been successfully synchronized to the
cloud.
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Notifications

Enabling notifications in myUR Profile

To enable notifications:

1) Log into https://myur.universal-robots.com and access the Profile section

2) Enter the desired phone country code and phone number to receive notification
3) Selected the desired notifications type for the current user.

The notification types are described in the table below.

Creating customized notifications

Notification type Description Typical recipient role
Unscheduled system Any unplanned system stops, that are not | Operator and technician
stops related to safety, such as:

* Protective stops
* Safeguard stops
* E-stops

* Faults

* Violations

* Run-time exceptions

Attention messages Defined in the robot program as Operator
myUR Notifications.

Error messages Defined in the robot program as Technician
myUR Notifications.

You can create customized notifications by inserting myUR natifications nodes into
the Polyscope program tree. When the program execution reaches the notification
node, a message is generated and appears as one of the following

e Adashboard log entry
e Atext message or email notification

Universal Robots A/S Phone +45 8993 8989
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To create customized notifications:

1) Navigate to Program -> URCaps -> myUR Notification

Y e——
Program
= Here you can program your robot to do tasks

To program your robot, select the nodes from the Node List and they will appear on
the Program Tree

Node List Program Tree
C— Q

49 XEBEEZ

O Add Before Start Sequence
O Set intial Variable Values

& Program Loops Forever

2) Insert notification program node at the desired location(s) in your program tree

myUR Notification

Write the notification expression.

Examples: “Simple message” or str_cat{“items left on pallet

@
* ) atention
Qerror

2485 xX@BEZ O

oot and on myUR Robot
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3) Type the notification message to be sent when this event occurs.
Your message is evaluated as an expression, so place text in quotation marks.
You can use function calls and vaiables to generate your message.

RE2 + QB
Sy -

1 8 fobot Freonsm myUR Notification

Wrke the notification expression.

Examples: "Simple message” or str_cat("items left on pallet: *, var_num_tems)

4) Select a classification for the notification. You can choose to subscribe to
notifications of attention and error types, as described in the table.

bickificetioa Function Example

class

Log Logs an event in the log on the You can track production efficiency.
dashboard.

Attention Logs aneventand sendsitasa | You can notify operators of actions
text or an email. related to work cells.

Error Logs aneventandsendsitasa | You can notify integrators of any
text or an email. unknown error or advanced error.

5) Select Show pop-up if this event requires action/confirmation from an operator
before program execution can continue. If selected, a notification becomes a
blocking event that activates a popup on Polyscope.
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Troubleshooting

7. Troubleshooting

This chapter shows how to troubleshoot the network.

7.1. Launching troubleshooting

If the connection from the robot via the myUR URCap fails, the URCap displays troubleshooting.

RE2+QH

i sl i v
> Ganeral myUR

Connection failed

Check yaur rstwark corfiguration and system seltigs

} Fieldbus ard try bo pair the myUR and the robot again
W LIRCaps
IR

Hetwork AL chegrostics 1o el Py commen conraction eaes

System ) Intermet acoess "
) TCRIP comeniuication
O DR loakup

0 Socket conmection port 443
O rmylIR DN lackup
B rindlIR port 4483 Cormeciion r

Run DHagresatics ]

To launch troubleshooting

1. Onthe myUR screen, tap Run Diagnostics, to start the troubleshooting.
2. If some network checks are red, do a check for failing networks.

See 7.2. Checking for failing networks below
3. If all network checks are green, do a check of the system settings.

See 7.3. Checking the system settings on page 22

7.2. Checking for failing networks

Verify the elements listed in the table to diagnose failures in your network.
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Element ;‘: Fundamental check Advanced check
myUR port 443 yes * Your network configuration Bash command: telnet
connection can access myUR my-ur-fleet-prod-
* Your network is open for api.azurewebsites.net
traffic on port 443. 443
* Your network is connected to
the internet.

Azure DNS lookup yes * The hosts are not block the Bash command: host
hosts: ur-connected-cobots- | ur-fleet-prod-
hub-paid.azure-devices.net  hub.azure-devices.net

Azure port 443 yes * Your network is open for Bash command: telnet

connection traffic on port 443. ur-fleet-prod-

* Hosts are not blocked: ur- hub.azure-devices.net
connected-cobots-hub- 43
paid.azure-devices.net

Compatibility with yes * Installed, or previously

installed URCaps installed URCaps are
compatible with myUR
Monitoring URCap

7.3. Checking the system settings
If all the network checks pass, and the connection still fails, verify the time zone settings.

RE2+ QM

% General

> Safety Connection failed

} Features
Chack your netwark configuralion and aystem aellings

> Fieldbus ard try to pair the myUR and the robot again

W URCaps

| Roboi needs 00 hewe cormect [ime and Time 20ne GETTINGS [0 De able (0 connecs [o rmdlR
Thie cuinrenl SECTINGS &g sheaan Dielow, Pleiss encurs thal they &re comet,
| Current timezone settings

| Eurcps - Copenbagen W

To verify time zone settings

1. Tap System and follow the instructions to correctly set the time zone.
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FAQ

Connectivity
Do | need to open any inbound ports in my firewall?
No. All connections are outbound.

What outbound traffic does UR Connect have?

TCP traffic on port 443.

Additionally, ping (ICMP request type 8) is used for diagnostics purposes.

Only a following set of domains needs to be whitelisted, everything else can be
blocked:

Domain Port

* ur-fleet-prod-hub.azure-devices.net 443
* my-ur-fleet-prod-api.azurewebsites.net 443
* fleetblobprod.blob.core.windows.net 443
*.universal-robots.com 443
*.teradyne.com 443
*.mobile-industrial-robots.com 443
* s3-eu-west-1.amazonaws.com 443
Notes

1) The asterisk (*) in the above domains is a wildcard to allow outbound access to all sub-
domains on the given domain.

2) Additional security settings in PolyScope must be set up to ensure adequate level of
protection. Please see the following documentation Polyscope Security Setup.

Data Protection

Is the data from my robots encrypted when transferred?

Data is transported using MQTT and encrypted using SSL.

The dashboard is only accessible through HTTPS, which is encrypted using SSL.

Where is my data sent?
The Microsoft Azure data center in Europe.

Does Universal Robots store my data?
Yes. Data is stored on the Azure Cloud.

Is the storage of my data secure?
The data is stored in Microsoft Azure data center, which uses state-of-the-art
security measures.
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https://urldefense.com/v3/__http:/ur-fleet-prod-hub.azure-devices.net/__;!!GenOTVeOfQ!UbJvwLPVGY21rcrxaH-dqZDQyYaT_f2o723n8ACgGEqCLyeP_aYeknDVz7-6GIy8NTaxfEW3vD40IwibX7Lmv_U$
https://urldefense.com/v3/__http:/my-ur-fleet-prod-api.azurewebsites.net/__;!!GenOTVeOfQ!UbJvwLPVGY21rcrxaH-dqZDQyYaT_f2o723n8ACgGEqCLyeP_aYeknDVz7-6GIy8NTaxfEW3vD40Iwib4TEccQA$
https://urldefense.com/v3/__http:/fleetblobprod.blob.core.windows.net/__;!!GenOTVeOfQ!UbJvwLPVGY21rcrxaH-dqZDQyYaT_f2o723n8ACgGEqCLyeP_aYeknDVz7-6GIy8NTaxfEW3vD40Iwib9k2dwzI$
http://teradyne.com/
http://mobile-industrial-robots.com/
https://urldefense.com/v3/__http:/s3-eu-west-1.amazonaws.com/__;!!GenOTVeOfQ!UbJvwLPVGY21rcrxaH-dqZDQyYaT_f2o723n8ACgGEqCLyeP_aYeknDVz7-6GIy8NTaxfEW3vD40Iwib47JNiuI$
https://www.universal-robots.com/articles/ur/robot-care-maintenance/secure-setup-of-ur-cobots/
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Who owns the customer-generated UR data?
UR owns the data uploaded to UR Connect. At any time, the customer can request
the deletion of all their data.

How is data being utilized and who utilizes it?
UR data generated at a customer’s site is processed into UR Connect for that
customer alone. That data is used by:
e The end user to monitor or troubleshoot the system
e The UR partner to help service and support the system (if explicitly given access
by the customer)
¢ URto support the system and drive more efficient product developmentin the
long term

Is customer data licensed, sold, or used within UR or external parties?

UR Connects data is used within UR to improve communication with customers,
speed up technical support, and design customer-tailored products in the future. The
data can be used by the partner that sold the system to help support the customer if
such services have been sold. End customer data is not licensed or sold to third
parties.

Is any personal data streamed from the customer’s site to UR Connect?
No personal data is sent from the customer to UR Connect.

Hosting and connectivity

Does UR Connect require a permanent internet connection?

A stable connection is required to operate the insights part of UR Connect. If only the
remote support functionality is to be used, a connection is only required during time
of support.

Where is UR Connect hosted? Can it be hosted within a customer’s cloud tenant?
UR Connect is hosted in a UR-owned Microsoft Azure instance. Deploying on
customer’s cloud tenants is not support at this time.

User authentication and operations

What user authentication methods are implemented in UR Connect?

UR Connect employes the industry standard Oauth 2.0 protocol for authentication in
all communications. Authentication is managed through existing myUR account, and
the customer-owned authentication providers are currently supported.

Does UR Connect interfere with robot operations?
UR Connect minimizes operational disruptions by allowing only outbound
communications.
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Connectivity Kit

What is “Connectivity Kit"?

Connectivity Kit is a router that allows easy connection through 4G, or through
connecting to IT infrastructure of the factory. The router is preconfigured with
restrictive settings, and with unnecessary features disabled:

PN =

SPYeNoOg

Disabled WiFi

Disabled VPN

Disabled RMS (Remote Management System)

Enabled attack prevention - SYN flood, ICMP limit, SSH limit, HTTP limit, HTTPS limit,
Port scan

Disabled SSH and CLI

Only allowing connecting to predefined set of URLs

Not allowing incoming connections

Only allowing outgoing connections using port 443

Disabled SMS utilities

. Configured VLANS to only allow direct outgoing connections from port 1. Communication

is still allowed between all ports (port 1 can communicate with the WAN side, and with
port 2 and 3. Ports 2 and 3 can communicate with each other, and with port 1, but not
with the WAN side)

Please look in the Connectivity Kit manual for more information.
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